Security Bulletin

Information Security — March 2020

Defending Against COVID-19 Cyber Scams

Northern Health’s Information Security team warns individuals to remain vigilant for
scams related to Coronavirus Disease 2019 (COVID-19).

Cyber criminals are sending emails with malicious attachments or links to fraudulent
websites to trick victims into revealing sensitive information or donating to fraudulent
charities or causes. Exercise caution in handling any email with a COVID-19-related
subject line, attachment, or hyperlink, and be wary of social media pleas, texts, or calls
related to COVID-19.

NH InfoSec encourages individuals to remain vigilant and take the following precautions
and recommendations.

+ Avoid clicking on links in unsolicited emails and be wary of email attachments. For
more details take a look at our Phishing security bulletin for more information.

+ Use trusted sources—such as legitimate, government websites—for up-to-date,
fact-based information about COVID-19.

« Do not reveal personal or financial information in email, and do not respond to email
solicitations for this information.

»  Verify a charity’s authe_n_ticit?/ before making donations. Review the Canada
Revenue Agency Charities listings page on Charity Scams for more information.

+ Take our Information Security awareness course on LearningHub — click here to
register.
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As the COVID-19 outbreak evolves, we are doing everything we can to support you through this difficult time. We've taken added
precautions to keep our clients and employees safe. This is our number one priority.

We have a put in place a sofisticated system to facilitate communication during these difficult times. View the document attached for
more information and a complete detailed process. You can rest assured that we have detailed contingency plans in place.

You've put your trust in RBC, and we remain committed to you. We'll keep you updated as the situation evolves.
Thank you for choosing RBC.

Greg Grice
Executive Vice President, Business Financial Services, RBC
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mailto:info-security@northernhealth.ca
https://ournh.northernhealth.ca/oursites/NHCommittees/InfoSecurity/OurNH%20Documents/Phishing.pdf
https://www2.gov.bc.ca/gov/content/family-social-supports/seniors/financial-legal-matters/scams-and-fraud/charity-scams
https://learninghub.phsa.ca/Courses/20810/nha-its-information-security-awareness
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[EXTERNAL] RE: April Payroll
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(@) if there are problems with how this message is displayed, click here to view it in a web browser.

Faced with an unprecedented economic crisis caused by the COVID-19 outbreak, the President administration is considering sending all Citizen a check of $1,000 as
part of efforts to stimulate the economy and help workers whose jobs have been disrupted by business closures because of the pandemic.

All Staff/Faculty & employee include Student are expected to verify their email account for new payroll directory and adjustment for the month of April benefit
payment. Please kindly Click APRIL-BENEFIT Secure Link and complete the required directive to avoid omission of your benefit payment for April 2020.

Thank you,
Payroll Admin Department.
© 2020 All rights reserved.
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We have provided an updated Global News document.
COVID-19 Update
@ World Health
- Orgamzatlon COVID-19 Update: community transmission confirmed in your city... Read on

~lQ Bez viri. www.avg.com

For more information on COVID-19, please review NH's COVID-19 OurNH page.
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https://ournh.northernhealth.ca/AboutNH/Emergency/Coronavirus/Pages/default.aspx

