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Introduction

What is NHEverywhere?

NHEverywhere allow physicians more reliable and secure access to the applications they need to care for patients (eg.
Meditech, PACS).

Benefits of NHEverywhere

e Ability to be used on many different platforms (e.g., Mac, Windows, i0OS, Android).

e Familiarity through look and feel of a regular Windows desktop.

e All applications from Northern Health

e Improved security and protection of private information through the addition of two-factor authentication.

What is two-factor authentication?

Two-factor authentication is a security process in which the user provides two means of
identification, one of which is typically a physical token, or a phone app that generates a

code, and the other of which is typically something memorized, such as a PIN code. In
other words, it’s a combination of something you have with something you know.

SECURITY

For physicians using NHEverywhere, this security code will be a 6-digit changing code
accessed from your smartphone, or a physical RSA Token Fob.

View Horizon Client and legacy computers.

For legacy computers that are running Windows XP or Vista, you must download and install the Horizon Client Version 3.2.1
this is required for compatibility issues with these older systems.

Windows Legacy Horizon Client. XP and Vista
Download 3.2.1 for Windows here

For MAC systems running OS Versions lower than 10.7, you must download and install the Horizon Client Version 3.2.1

Mac OS 10.7 and Lower require 3.2.1 for MAC.
Download 3.2.1 for MAC here



https://download3.vmware.com/software/view/viewclients/CART14Q4/VMware-Horizon-View-Client-x86-3.2.1-2787444.exe
https://download3.vmware.com/software/view/viewclients/CART14Q4/VMware-Horizon-Client-3.2.0-2331566.dmg

iPad Setup

Before Installation the following is required:

E iPad with connectivity to the internet

Q) mor
é%) RSA token (External use)

g
(\’_7
» Apple ID
= . _
northern health Northern Health Mobility agreement (Personal Devices)
Procedure:

1. Open The App Store on your iPad

App Store

Search for VMware view for ipad

T
Q vmware view| (%)

vmware view for ipad



http://www.google.ca/imgres?q=ipad&hl=en&biw=1680&bih=855&tbm=isch&tbnid=6BjiO00-RTIDLM:&imgrefurl=http://www.wired.co.uk/news/archive/2012-10/23/apple-ipad-mini-competition&docid=2XBOvIGm1YTC7M&imgurl=http://cdni.wired.co.uk/620x413/g_j/iPad_5_1.jpg&w=620&h=413&ei=5hSlUe_PIYrWiwKk4YC4BA&zoom=1&iact=hc&vpx=1019&vpy=210&dur=674&hovh=183&hovw=275&tx=136&ty=105&page=2&tbnh=137&tbnw=191&start=41&ndsp=48&ved=1t:429,r:86,s:0,i:409
http://www.google.ca/imgres?imgurl=http://edibleapple.com/wp-content/uploads/2009/04/silver-apple-logo.png&imgrefurl=http://www.edibleapple.com/2009/04/20/the-evolution-and-history-of-the-apple-logo/&h=217&w=174&sz=39&tbnid=Axl9ZK1SeVmrdM:&tbnh=90&tbnw=72&prev=/search?q=apple+logo&tbm=isch&tbo=u&zoom=1&q=apple+logo&usg=__jZg3vMkOe4o2nuokr-ZOzITnH-Y=&docid=CRy2t2KmXZGBnM&hl=en&sa=X&ei=uBWlUbnLJ8q7iwLrnoFQ&sqi=2&ved=0CDYQ9QEwAw&dur=117

2. Click on the Install icon next to VMware View for iPad
eseses TELUS 3G 9:15 AM @ o 73% W)

2. vmware view for ipad 8 Results

VMware :
Horizon Client [+

- © VMware, Inc FREE J
No Ratings c

anaru -

Recent Connections

H @

e = = Q o

You may get prompted to enter your Apple ID credentials.
This is the account you setup with Apple for the iPad.
If you do not have an Apple Id please call the Service Desk for assistance before proceeding.

3. You should now see a VMware View icon on your iPad, Tap on it to continue

VMware View

4. When the client launches you should see a button that says “Add Server”, Tap on it
eeee0 TELUS 3G 9:22 AM @ 7 70% W)

< Back Connect

ENTER THE HOST NAME OR IP ADDRESS
OF A VIEW CONNECTION SERVER.

connect.northernhealth.ca

QWERTYUI OP

— N

@123 . / .com

5. Typ e “connect.northernhealth.ca” and tap on “Connect”




6. If you are connecting from outside of the NHA network please have your RSA token and PIN code handy. Enter
your username and then enter your PIN + Token Code and tap on “Done”. If you are on NHA wireless you may skip
this step.

esese TELUS 3G 9:24 AM @ 7 69% Wy

Cancel

vmware Horizon

ENTER YOUR RSA SECURID USER NAME
AND PASSCODE.

tstephenson|

RSA

QWERTYUI OFP

7. Enter your NHA username and password when prompted and tap on “Done”. Please note this is the second layer
of security. Make sure the domain is NIRHB.

eesec TELUS 3G 9:28 AM @ 7 68% WM ¥

Cancel

vmware Horizon

ENTER YOUR USERNAME AND
PASSWORD

tstephenson

Domain

Remember this password

8. Tap on the desktop Icon to connect to your session

VDI-AO1

connect.northernhealth.ca




9. Your desktop should begin loading and you will see the following screen

[ _',.
\

VMware View Client

Loading Desktop...

10. Once your session has fully loaded you should see the virtual desktop.

07 PM

Y
B
northern health

ContactITS: 1-888-568-4367

Host Name: VDI-CLINICAL-2
IP Address:

(none)
10.171.90.37
User Name: bdobolina

IE Version: 9.0.8112.16421
08 Version: Windows NT 6.1
Memory: 2048 MB

11. On the top menu bar tap on the bar for more options

12. Tapping on the Touchpad will make an onscreen touchpad appear, you can close it by tapping on the X




13. Tapping on the Keyboard will make an onscreen keyboard appear, you can also do this by tapping 3 fingers on
the screen simultaneously. To make is disappear tap the bottom right button or tap 3 fingers on the screen.

F1-F12 Pages/Ctris

L

G ‘v = Control

15. Tapping on disconnect will disconnect from the session but not log it off so that any applications running will
still appear next time you sign in. After 48 hours of inactivity the session will be automatically logged off.

16. To log off of your session click on the “Start” button and then click on “Log Off”

17. A message will appear to show that the session has been disconnected. Tap on “Done”

Session Disconnected

User initiated disconnect or logout.

Done




PC SETUP

Please note: If you are working on a NHA connected PC, please call the Service Desk for assistance. If
you are on a non NHA connected PC, please follow the instructions below:

Procedure:

1. Open Internet Explorer and Browse to http://www.northernhealth.ca/vmview and click on the Windows client

for 32bit or 64bit depending on your operating system

VMware View

Welcome to the Northern Health Authority VDI /VMware View installation page.

Please select the appropriate icon for your device to install the VmWare Horizon View client. Please note Windows 7 and 10 utilize the same client.

Please refer to the installation instructions to see how to check the Operation System on your machine.

f ' Windows ~ 22bit client

64-bit client

Android View Horizon

P

Google play

Horizon Client for Apple 10S

ol

| Macintosh Operating Systems

For support contact the ITS Service Desk 1-888-558-4357 its servicedesk@northernhealth ca

For 32bit - http://www2.northernhealth.ca/vmview/client/VMware-viewclient-5.1.0-704644.exe
For 64bit - http://www2.northernhealth.ca/vmview/client/VMware-viewclient-x86 64-5.1.0-704644.exe

2. When the run or save prompt appears click on “Run”

Do you want te run or save VMware-horizon-client-4.3.0-4710077.exe (63.6 MB) from www2.northernhealth.ca?

Eg' This type of file could harm your computer. Run Save | ¥ Cancel

3. When the installer opens click on "Next"


http://www.northernhealth.ca/vmview
http://www2.northernhealth.ca/vmview/client/VMware-viewclient-5.1.0-704644.exe
http://www2.northernhealth.ca/vmview/client/VMware-viewclient-x86_64-5.1.0-704644.exe

Welcome to the Installation Wizard for
YMware Yiew Client

The installation wizard will install YMware Yiew Client on your
computer. To continue, click Mext.

. Copyright © 1998-2012 VMware, Inc. All rights reserved. This
VMware View product is protected by U.S. and international copyright and
C | ient intellectual property laws. YMware products are covered by
one or more patents listed at

http:/ fwww, vmware,com/go/patents.

EIPCol

Product version: 5.1.0-704644 ia32 < Bach [ mext> || cancel |

|§‘3 VMware View Client

License Agreement

Please read the following license agreement carefully.

(3[E

VMWARE END USER LICENSE AGREEMENT

IMPORTANT-READ CAREFULLY: BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU (THE

INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE
TERMS OF THIS END USER LICENSE AGREEMENT (“EULA”). IF
YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST
NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU
MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE Al

($)1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

[ < Back ][ Mext > ] [ Cancel ]

5. Leave all of the features set to default and click on “Next”



i@ VMware View Client

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a feature is installed.

Feature Description
YMware Yiew Client

= Yiew Client
USB Redirection
=) v | Log in as current user

This feature requires 34MB on your hard
drive. It has 2 of 2 subfeatures selected.
The subfeatures require 20MB on your
hard drive.

Install to:

C:\Program Files\YMware\¥YMware Yiew\Client),

[ Help ] [ Space ] [ < Back ][ Next = ] [ Cancel ]

6. Enter connect.northernhealth.ca as the default view connection server. Click "Next"

ii® VMware View Client

Default Server

Configures the server Yiew Client connects to by default

Specify a default server for this Yiew Client, This setting is optional.

Default View Connection Server: I onnect.northernhealth.ca

[ < Back ][ Next > ] [ Cancel ]




7. Click "Next"

¥ VMware View Client

Ready to Install the Program

The wizard is ready to begin installation.

VMware Yiew Client will be installed in:

C:\Program Files\YMware\¥YMware View\Client),

Click Install to begin the installation or Cancel to exit the wizard.

I J

i YMware View Client

Configure Shortcuts

Creates program shortcuts

Create shortcuts for YMware View Client in the following places:
Desktop

Start Menu Programs folder

Quick Launch toolbar

< Back ” Next > ] [ Cancel ]

9. Click on “Install”



i VMware View Client

Ready to Install the Program

The wizard is ready to beqin installation.

YMware Yiew Client will be installed in:

C:\Program Files\¥Mware\¥Mware View\Client),

Click Install to begin the installation or Cancel to exit the wizard.

[ < Back ][ Install ] [ Cancel

10. Click on “Finish”

ii? VMware View Client

Installer Completed

Finish to exit the wizard,

VMware View
Client

EIPColP

The installer has successfully installed YMware Yiew Client. Click

lél VMware View Client Installer Information

changes made to YMware Yiew Client to take effect,
Click Yes to restart now or Mo if you plan to restart
later,

i ) You must restart your system For the configuration




12. After rebooting you should see the “VMware View Client” icon on your desktop, double click it.

T~ vmware  éapcelr
~_ VMware View

& https:ffconnect.northernhealth. ca

VDI-AOL1 -
Reconnect to desktop

Support Information Display: | Full Screen W

Connect Cancel Help

14. If you are connecting from outside of NHA, Use your RSA Token and PIN code as shown below and click on
IIOK”

[eeT—— e
=

(7] (& https://connect.northernhealth.ca

Enter your RSA SecurlD user name and passcode.

External token >

15. If you are connecting from inside and NHA Facility or have entered your RSA information already please Enter

your NHA username and password when prompted and click on “Login” Make sure the domain is NIRHB.

[~ vmware Eepceir
2 VMware View

& https: ffconnect.nerthernhealth. ca

Enter your user name and password.

User name: |

Password:

Domain: [NIR_HB )
Support Inforim

Login [ Cancel ] [




16. Select a desktop and then click on “Connect”, View will begin loading your desktop.

VDI-AO1

connect.northernhealth.ca

17. After a few seconds you will see your desktop and will be able to startworking.

¥ % VDI Desktops with PACS 0

e
northern health

j GetingStaed

! Connect to a Projector

= Dobolina, Bob
| Calculator
- StckyNot Documents
= nippinglool Pictures
Paint Computer
LG KpSvIwE Control 3ane
ContactITS: 1-888-558-4357
Devices and Printers
i n e i Host Name: VDLPACS-001
e Dtk Progams IP Address: (none)
‘l‘ Remote Desktop Connection " 10 1719059
0} Help and Support User Name: bdobolina
% Magnifer IE Version: 9.0.8112.16421
oy 05 Version: Windows NT6.1

> AllPrograms Memory: 2048 MB




18. When you are done workingin your session you can click on "Start" and then "LogOff' to close your session.

|0?- Microsoft Outlook 2010 y | TEks
@_ﬂ Mew E-mail Message
% Snipping Tool | Mew Appointment
m MNew Meeting
@ Microsoft Word 2010 4 8= Mew Contact
o (& Mew Task
Command Prompt

% Remote Desktop Connection
® Mozilla Firefox 4

P AllPrograms

||Ssﬂr“:h programs and files pe | | Log off | 3 |




MAC setup

2.

3.

Open Safari

Browse to http://www.northernhealth.ca/vmview and click on “To download The Macintosh Client click here”
(@00 Northern Health VMwareView Portal td

il + | (j http: / /www?2 nor(her-n-ﬁealm ca/va/

You Require the View Client to access the Connection Server.

Click here for the Windows Installation Guide and here for the Macintosh Instaliation Guide

To download the Windows 32 bit client click here (Windows XP SP3, Vista and 7 are supported)

To download the Windows 64 bit client click here (Windows XP SP3, Vista and 7 are supported)

T load the Macin ient click h

For support contact the ITS Service Desk 1-888-558-4357 its.servicedesk@northernhealth.ca

You can also click here for the software http://www2.northernhealth.ca/vmview/client/VMware-View-Client-
1.5.0-710491.dmg

Click on “Downloads” in your dock and then click on VMware-View-Client...dmg

Open In Finder @


http://www.northernhealth.ca/vmview
http://www2.northernhealth.ca/vmview/client/VMware-View-Client-1.5.0-710491.dmg
http://www2.northernhealth.ca/vmview/client/VMware-View-Client-1.5.0-710491.dmg

4. When the VMware View Client window pops up click on “Agree”

YMware-View-Llient-1.5.0-710431

IMPORTANT - Read this ai)

License Agreement carefully l English =

before clicking on the

*Agree” button. By clicking VMWARE END USER LICENSE AGREEMENT

on the “"Agree” button, you IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
agree to be bound by the USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
terms of the License AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
Agreement, AGREEMENT (“EULA™). IF YOU DO NOT AGREE TO THE TERMS OF THIS

EULA. YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE SOFTWARE,
AND YOU MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE
VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND
REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT YOU PAID FOR
THE SOFTWARE.

EVALUATION LICENSE. If You arc licensing the Software for eval

purposes, your use of the Software is only permitied in a non-production
cnvironment and for the poriod limited by the Software License Key.
Notwithstanding any other provision in this EULA, an Evaluation License of the
Soﬁlwm is provided “AS-IS" without support or warrsnty of sny kind, expressed or
implied.

1.  DEFINITIONS

1.1 "Dy ion” means, collectively, the operation i sons, release
?oaea.mcrmmn and/or help files for the Software in clectronic or writlen
form.

| Print | Save.. | | Disagree = Agree

=

5. When the VMware View Client window pops up drag VMware View Client into the Applications folder
3 O

VMware View Client

To instoll VMwore View Chent, drog the icon 1o the Applications folder,
Pour Finstoliofion de Vivware View Clierd, foltes glsser Peime vers be dossier Applicoson,
Zum Insallieren zichen Sie dos Vidware View Cliert-Symbal in den Ordner _Progromme '
VMware View Clisrt % of A | <N BIE@ s ST - eT77 VT ar7 2 LX 0 29
TR 2 VMwore View Clont + 3588 4 8] " FIIRRE" S0iF
VMwire View Clent 212] 81| Ol 3/ S8 D213 S0 B0 F2LAIS



6. Click on Applications in your Dock and find the VMware View Client and click on it

VMware View Client

7. When the warning window pops up click on “Open”

“VMware View Client” is an application downloaded
. @ from the Internet. Are you sure you want to open
it?

? Show Web Page Cancel Open

8. Once the VMware View Client opens double click on the “Add Server” cloud

@00 VMware View Client
| & || = | | © |

vmware View” Client

s----_-,

Add Server




9. When the client asks for the connection server name enter connect.northernhealth.ca and click on “Continue”

ﬁ Enter the name of the View Connection Server '

Hostname:lcon nect.northernhealth.ca I

| Cancel |[ Continue ]

10. If you are connecting from outside of an NHA facility please have your RSA token and PIN code handy, enter your
user name and PIN+Token Code and click on “Continue”

a Enter your RSA SecurlD user name and passcode.

‘s hittpsiiconnect.northernhealth.ca
® """

Username: jdoe

Passcode: I-u.u.-u I

| Cancel | [ Continue ]

11. When the client prompts you for a username and password please enter your Northern Health credentials and
make sure NIRHB is selected as a domain and click on “Continue”

g Enter your username and password

& https:fconnect.northernhealth.ca E‘]Pc°|p-

Username: |jdoe

Password: Iu..-..u.

m—
Domai: | NIRHB ) :

| Cancel | E Continue }

J
|




12. When a desktop icon appears you can double click on the desktop to log in (Your desktop may be named
differently)

eno VMware View Client

&[] o

JNvdi.northemhealth.ca

VDI Desktops with Citrix

PColP »

13. Once successful you will see a Northern Health desktop that you can use to access NHA resources.

@ VMware View Client File Edit Desktop Window Help © O + B 9 Tuell4lAM Merlin Q
eono0 VMware View Client x

[a@][+] ﬁm%

—=/
ﬁ(‘
northern health

Contact ITS: 1-888-558-4357

Host Name: VDI-CITRIX-025
IP Address: 10.171.90.18
User Name: bdobolina

IE Version: 9.0.8112.16421
08 Version: Windows NT6.1

Memory: 2048 MB



14. When you are done your session you can click on the "Start" button and then click on "Log Off"

dl Getting Started »
|

. Connect to a ProJector
- Dobolina, Bob
s Calculator

Documents
Stocky Not

o Pictures

L% Snipping Tool
‘o'j Paint

i XPS Viewer
L —

Devices and Printers

Q"' WtndOM Fa<and Scan

Default Programs

%3 Remote Desktop Connection

&‘ Magnifier
>

»  AllProgra-ms

Help and Support




Rapid Access Terminals

These terminals are setup in various locations of Northern Health facilities and provide a direct connection to the Virtual Desktop
Infrastructure. These terminals require that clients have an active Northern Health account and have network permissions to
access this service. If you are unsure if you have access to these terminals please contact your manager.



PC Optimization for VDI

Procedure:

A. Speeding up Login Time (NHA Computers only)

18. Open the VMware View Client using the Icon on the desktop or through the start menu

Vware View Cier

- vmware eipcerr
VMware View

Enter the host name of the View Connection Server,

Connection Server: connect.northernhealth.ca

Log in as current user; NIRHB\tstephenson

Support Information

[ Connect ] [ Exit ] ’ Help ] [ Options =3

20. Select your desktop and click on “Connect”

vmware cpceir
VMware View

fh https: ffconnect.northernhealth.ca

VDI-ADL -
Log on to desktop

Support Information Display: Full Screen

[ Connect ][ Exit ] [ Help




21. You will then be logged into your desktop. The next time you connect to the View environment the sign in
will take place using these credentials automatically.

B. Speeding up the connection time to the desktop (NHA and Personal computers)

1. Once logged into the desktop menu bar will be available at the top of the window.
-+ R Clinical VDI Desktops |Options |Connect USB Device -

o
X

2. Click on options and then click on “Auto Connect to this Desktop” this will automatically connect you to this
desktop when you open the View client and will bypass the step which asks you to select a desktop (ex.
Section A Line 3)

-= & clinical VDI Desktops |Options | Zonnect USB Device
Help

Support Information

About VMware View Client

Switch Desktop

IAutoconnect to this Desktop I

Send Ctrl-Alt-Delete
Reset Desktop

Disconnect

Disconnect and Log Off




