Secure Texting with MicrobloggingMD (MBMD)
App Support

MBMD Requires Northern Health’s Mobile Device Management - Intelligent Hub

£)

Hub |

Once the Intelligent Hub has been installed on your device, the MBMD app is pushed automatically to
your Android or iOS device. E

A MBMD icon will be added to the devices home screen MBMD

— O

1%
For Samsung smartphones, the app will appear in Workspace MBND

MBMD Configuration and Setup
Once the MBMD application has been launched for the first time, the user will be prompted to enter
the Facility ID. Enter “Northern” for the Facility ID and then select the “Submit” button to continue.

When asked to confirm “Northern” as the facility, select “OK”. A prompt will appear advising the
selection has been saved.

@ App Store mil & 1:45 PM < % 84% )

Enter your Facility ID:

* This is a one-time process to link your
device to your current facility.

+ If you do not know your Facility 1D,
contact your facility administrator.

io: - Facility ID

Is This Right?

Submit

Confirm your selection of
Northern Health?

|
OK Cancel

K
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Next, a prompt will appear for requesting a username and password. Once this information has

been entered select the “Sign In” button.

il TELUS & 1:47 PM % 84% (mm)

BN
northern health

User:  choppe

P/W: .........l

© 2018 MZ2is | Ver: 1.6.28.56

Setting up a shared device? Click Here
Done

1234567890

A prompt will then appear allowing users to enable Push notifications. Select “Enable” at this prompt
and then select “Allow” when asked to allow Notifications.

“"MBMD" Would Like
to Send You
Notifications

Notifications may include
alerts, sounds, and icon

MBMD
Welcome to the MBMD App!

We can notify you of new
conversations and clinical
events using Push
Notifications.

badges. These can be
configured in Settings.

Would you like to enable
this now?
Allow
Enable Not Now Don't Allow

n will appear and the a
Y
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MBMD Home Screen
The first screen that appears after logging into MBMD is the home screen. The selectable options on
the home screen are outlined below.

Name of the ™ On-Duty/Auto-
user that is Reply option
signed-in ; settings
SL Hoppe, Chris
e
northern health .
Creat SCSNS New unviewed
reate new
: messages
message icon Microblog J
View All
Messages
including
archived
messages
Patients
d'Spl.ZyS,a 4 Groups — Patient
proviaers Patients Lists

patient listing

g Callboard is
Calendar allow .
: used for viewing
users to view

staff schedules Calendar Callboard physicians and

that have been other staff
[ i members who
imported into

are either
MBMD % : scheduled or on-
call for specific
departments

Sign Out of the Phone List
application

Phone List-
Facility phone list
of physicians,
staff, and
departments.

Settings S}

Allows user to adjust their notification

settings, PIN W
X
B(S
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Settings
To set a Login PIN, tap on Settings in the bottom right of the MBMD app.

Login PIN: change existing PIN, attached to phone based fingerprint or facial recognition

1. Select the Login PIN
Tap on Set up MBMD Login PIN

Set Up MBMD Login PIN 4—"

Guidelines:

* You must log in at least one time with your full username
and password to authorize your device.

* Your MBMD Login PIN is unique to MBMD and separate
from any passcode/PIN you may have already set up on
your device

+ Cookies must be enabled, and private browsing must be
disabled

« If you delete your browser cookies, enable private
browsing, clear your browser cache, update your software,
or change devices, you may be required to log in with your
full username and password.

« Your facility requires you to re-authenticate with your full
username and password every 60 days.

2. Change MBMD Login PIN -> | have read and understand the Login PIN Guidelines -> Yes

3. Confirm your current NH Password -> Username -> PW

MBMD Login 10:57
_ @ nog -m=

Gonfirm your cument password,

¥ Passwords

qgwe r r tyui op

a s d f gh j k |

& z x ¢ vbnm @&

O

® g —_—

4. Create a 4-digit Login PIN

[ X X Je
R -
c e | ~'/(.
X
- | 2| &
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5. You may now authenticate with your Login PIN in most situations that previously required a
username and password -> Home

wan - T -

Your Login MK & now enabled.

Vous ey Ao BUEREnHCAE WiE et
Lagin PN i mast Silsakoes han
iy il @ LserTT
saamwod

HiwTes

6. Sign out and Sign In again to activate

ALEL] - T -

¥ e aboud o sign out

Matifizaion Stk Enablad [

will ba ord otcufions kot

.t

?

—
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7. Touch ID for MBMD — Use Biometrics to log in to MBMD -> OK. Enter your Northern Health
password to verify biometric access

MBMD

Please verily your passward 1o
sacuUne bismetne aocess.

MEMD

Wouwld you like o 561 up
biceraztric access for MBMO?

0K Cancel

Additonal Settings

Preferences: Adjust conversation appearance

Bulk Archive: last 24 hours

Keywords: create personal keywords accessed via qq in conversation

Feedback: Provide feedback to Northern Health and MBMD regarding application.

Messaging

Compose a Message — Search for names by either first or last name. Several individual names can
be selected, or entire groups, or individuals within a group.

Microblog

Search by first or last name

= X

Send Message

To Hoppe SQ
A Hoppe, Chris \‘1

- Y

{8) Send & | “.(.
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Unread Message

Each Message is time stamped and a Red Clock will

(O Will call in five minutes. appear to the left of the message indicating the

3:57PM message has not been viewed

When the recipient opens the message, the Red Clock
will change to a Green Check indicating the message

2 : 2 has been viewed
Will call in five minutes.

3:57PM

Read Message

Bell Icon and recipient name in blue indicates user is actively receiving notifications. Absence of Bell
Icon and name in gray indicates user is off duty or not receiving notifications.

|

'Q MBMD

Close Send Message [T+1)
To Somel

Doctor, Some

A Nurse, Some

Your Message

= Add File
Urgent Send

Send a message with a return phone #

Send Message

To: Search by name or group

A Hoppe, Chris

Call me back ASAP at 250-555-5555|

The recipient of the message can tap the phone number within the message to autodi

X
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Add a person to an existing conversation

& wsmp == X

0 Please call me as soon as possible.

Thank you,Dr. S ., (800) 598-6647

& memD — X ‘

Add User opens the name search
box to bring another user into the
conversation

Alert Options: A Conversation ID: 27006

Add User Remove User

a woctor, Some

Intiator

A Nurse, Some Nudge @

Forward specific text bubble — forward a single portion of a conversation without need for whole
thread

On a mobile device, holding a finger
down on the content of the message
for 2 seconds creates a forward
option to forward a portion of a
conversation to a new contact

Immediate advice requested.

Patient: Doe, John
5/ Diagnosis: Chest Pain, Unspecified
Please call ASAP at:

@, (555) 478-4692

K
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Compose a Group Message

From compose message screen click group icon

Select individual members, or whole group

Close Send Message

To: Search by name or group &

Your Message ADT Testers
IT Support
E Physician Champions

Send

Nudge — open message patrticipants, click nudge as needed

k= MBMD — X

Nudge Sent!

To: Nurse, Some

Alert Options: A Conversation ID: 27006

Participants: ¥ Close

Add User Remove User Alerts

. A Doctor, Some

Intiator @

A Nurse, Some * Nudge

X
(S
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Compose message with photo

Close Send Message
: .

18

Send urgent message — notification is sent to recipient(s) every minute until message is opened

= MBMD — X

Close Send Message

To: Search by name or grouy 2

Urgent: Alert recipients every minute unti message is viewed

Send

Follow — When follow is selected the message sender receives bounce-back notifications after 5
minutes notifying them of who has not entered the conversation

& mamD - X
Close Send Message
5

Follow: Notify me if a receipient does not view my me sage

X
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Receive Message — Click notification to access new message

4:34

Friday, November 21

mbmd
Consult Request
FROM: Nurse, Some

View Previous Conversations — log-in may be required

(. Type a search here Time ~

10/12 at 14:44
[, Johnson, Tara
Johnson, Tara: Testing
1 0f 1 opened
10/05 at 11:46
[ Dawes, Michael
Hoppe, Chris: 0

10/03 at 15:48
[, Dawes, Michael
Hoppe, Chris: Hi

09/11 at 13:20
[, Not My Patient

Hoppe, Chris: Test Message
* 0of 1 opened

08/22 at 12:33
[~ Admin, MBMD
Hoppe, Chris: &

08/22 at 11:51
[, Russell, Brianne

Hoppe, Chris: Hello
10f 1 opened

08/22 at 11:45
[, Hoppe, Chris

Hoppe, Chris: hello
0 of 0 opened

Archive conversation — select Archive displayed at the top of the screen

MORRISON, MATTHEW B8

VIP Board Member Alert
Admit Diag ver Admit Date 10/22/2014 1215

WINTERS, JOHN B8
Expired Patient Alert

ischarge Date-Time 10/21/2014 1545

10/22/14 at 12:15

1

10/21/14 at 15:45

’
B
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Advanced Messaging
L memD

Send Message

Subiect Message

Additional emergency staff required =g
Send Me  stat =]

Disable F  Anesthesia Surgery

Reply Ale Call-Panel Message

Disable E Code 1 Trauma
Code Lockdown
- v
Close Send Message T Message Category
To vpe a name o seart > g -
e Set Message Behaviours and
Category Message ¥

Keywords associated with category
(qa)

Message Subject

Send Message on Behalf of
Disable Reply Alerts

Reply Alerts to Initiator Only
Disable Recipient Replies

Send Message On Behalf Of
Disable Reply Alerts
Reply Alerts To Initiator Only

Disable Recipient Replies

Send

X
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Phone List — search department phone numbers.

From the home screen select Phone list button to open the facility contact page. Phone calls can be
initiated on mobile phones directly from this screen to contact the department or service listed.

KY)
A
northern health

Microblog

13:44

Hoppe, Chris | Johnson, Tara | Klausing, ...
Wilkes, Tom: This s a lest mossage

View All
Phone List
% {_Phone List Search
1 UHNBC
ACCOUNTING HELP DESK

ADMINISTRATION
ADMITTING Patient Registration
AMBULATORY CARE

ANCILLARY Booking (Diagnotics)

H--
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Visibility / Notifications (On/Off Duty)

{1 Hoppe, Chris Ao Reply
J memp ! CENEe X
e Advanced Off-Duty
View Groups User Status Done Op t| ons
A On-Duty .
Auto Reply — Enables the
Mlofpy sending of an auto-reply
S ——— ' message for new and
Auto-Reply Schedule existing conversations
A Auto-Reply Auto-Reply Schedule —
bk, generic message wil be used e Allows the user to specify a

time-frame for the auto-
reply message to be active

. Auto-Forward

Keap me in the convarsation when Auto-Forwarding ‘

Sign-Out Options

O memo A e

You are about to sign out... ‘

Notification Status: On-Duty [©

You will be sent natifications for |
‘ & Memp = X

'sages
> g o

‘ You are about to sign out

Stay On-Duty & Sign Out ‘ Notification Status: Off-Duty

Y ou will not be sent notifications

= = E X

Go Off-Duty & Sign Out

ce, please cont:%c}

(S
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